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ENCRYPTION IN SQL SERVER

Protect sensitive data in Delphi applications

Slide e demo: https://bit.ly/3Re3IMf
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SQL command-line utility
github.com/segovoni/sqlcmdcli

Alter column with dependencies
github.com/segovoni/sp_alter_column

Delphi Secure SQL Database

github.com/segovoni/DelphiSecureSQLDatabase
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=> Starting point

=> Encryption in SQL Server (overview)

=> SQL Server Always Encrypted

-> Manage Always Encrypted columns in Delphi



Starting point
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- GDPR
- May 24, 2016
=> Applies from May 25, 2018
-> |t doesn't come from a technical issue
=> Assessment and gap analysis
-> Mapping functional remediations with technical aspects
-> You don't have to protect/encrypt everything

-> [rade secret

]



SOL Server security layers

CUSTOMER DATA
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SOL Server security layers
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SOL Server security layers
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SOL Server security layers

EEEEEEEEEEEEEEEEE



SOL Server security layers

Always Encrypted (at rest and in transit)
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-> There are two possible modes

-> Windows Authentication mode (server login)
-=> Mixed mode (server login and database user)

= Windows Authentication
= Always available, it can't be disabled
- Kerberos

=> SQL Server Authentication
=> Encrypted in all SQL Server versions
=> Self signed certificate or company certificate
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=> Every SQL Server securable has associated permissions that

can be granted to a principal
= GRANT, REVOKE, and DENY
=> Hierarchical inheritance

- Row-Level Security

=> Server and database level permissions/roles

-> Less privilege principle
=> EXECUTE AS

]



- NCryption 1IN
SQL Server




Communication encryption
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Communication encryption

TrustServerGertificate
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Better security from SQL 2016
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Dow-Level
Security

*DelphiDay



Row-Level Security
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Dynamic Data
NVasking
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Dynamic Data Masking

Table.CreditCardNo

4465-6571-7868-5796
4468-7746-3848-1978
4484-5434-6858-6550

~

SQL Database ~~‘~~
SQL Server 2016 CTP2 '~

CreditCardMo
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Benefits of Always Encrypted

Prevents Data Disclosure Application Transparency
Minimal®) application
changes via server and
client library enhancements

Client-side encryption of
sensitive data using keys
that are never given to the
datahase system




Always Encrypted overview

Data remains encrypted
during query

(1]
Apps Encrypted [MIGETeETo]Ye SQL Server

o BN ADO .NET library
L) changes
1 :

Columnar
key




=t

Always Encrypted Key Provisioning

1. Generate CEKs and Master Key ,)0 )
2. Encrypt CEK

3. Store Master Key Securely

4. Upload Encrypted CEK to DB
:Del

italian
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Example

Client - Trusted

Apps

Trusted

SELECT Name FROM
Customers WHERE SSN=@SSN

@SSN="198-33-0987"

Result set (plaintext)

Name

Jim Gray

CMK Store

Plaintext
CEK
Cache

Enhanced
ADO.NET

ODBC
MSSQL

SQL Server - Untrusted

exec sp_describe_parameter_encryption

@params = N'@SSN VA

RCHAR(11)"

, @tsql = N'SELECT Name FROM Customers WHERE SSN = @SSN'

Encryption
Type/
Param Algorithm

EXEC sp_execute_sql

Encrypted
CEK Value

CMK Store
Provider
Name CMK Path

N'SELECT Name FROM Customers WHERE SSN = @SSN'
, @params = N'@SSN VARCHAR(11)', @SSN=0x7ff654ae6d

Encryption CMK Store
Type/ Encrypted Provider
Param Algorithm CEK Value Name CMK Path
Name .
Ox19ca706ibd0 Result set (ciphertext)
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Encryption types for Always Encrypted

Randomized encryption
Encrypt('123-45-6789"') =
Repeat: Encrypt('123-45-6789') =
Allows for transparent retrieval of encrypted

data but NO operations

More secure

Deterministic encryption

Encrypt('123-45-6789"') =
Repeat: Encrypt('123-45-6789') =
Allows for transparent retrieval of encrypted
data AND equality comparison
E.g. in WHERE clauses and joins, distinct,

group by

https://learn.microsoft.com/sql/relational-databases/security/encryption/always-encrypted-database-engineffconfigure-always-encrypted

Randomized

Deterministic
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-> Always Encrypted is a client-side encry

ntion of sensitive data

using keys that are to the datahase system

=> Only the application that has the encry
the encrypted sensitive data

ntion key can access

-> application changes via server and client library

enhancements

]



-> Always Encrypted is a client-side encryption technology in
which data is automatically encrypted not only when it is
written but also when it is read by an approved application

-> Only the application that has the encryption key can access
the encrypted sensitive data

=> The key is never passed to SQL Server
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Always Encrypted

SOL_COPT_SS_COLUMN_ENCRYPTION
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Vanage encrypted
columns in Delpni
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Delphi and encrypted columns

ColumnEncryption

parameterized

Enabled
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Delphi and encrypted columns

prepare
server has no access
data type Size
randomized
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=> Encryption is the process of obfuscating data using a key
=> S(L Server provides several encryption mechanisms

=> Always Encrypted is a feature designed to protect sensitive
data with minimal™ application changes via server and client
library enhancements

=> A Delphi application that manages SQL Server encrypted
columns can use FireDAC connection with parameterized query

L]



Resources
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https://docwiki.embarcadero.com/RADStudio/Athens/en/Connect_to_Microsoft_SQL_Server_(FireDAC)
https://medium.com/codex/how-to-manage-always-encrypted-columns-from-a-delphi-application-3d0b451d7cad
https://learn.microsoft.com/sql/relational-databases/security/encryption/sql-server-encryption?WT.mc_id=DP-MVP-4029181
https://learn.microsoft.com/azure/azure-sql/database/always-encrypted-landing?WT.mc_id=DP-MVP-4029181
https://learn.microsoft.com/sql/relational-databases/collations/collation-and-unicode-support?WT.mc_id=DP-MVP-4029181
https://learn.microsoft.com/sql/relational-databases/security/encryption/always-encrypted-client-development?WT.mc_id=DP-MVP-4029181
https://learn.microsoft.com/sql/connect/odbc/using-always-encrypted-with-the-odbc-driver?WT.mc_id=DP-MVP-4029181#working-with-column-master-key-stores
https://blogs.embarcadero.com/firedac-and-microsoft-azure-sql-database/
https://www.linkedin.com/in/ghotz/
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