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Delphi JWT
JSON Web Token Library

Delphi Neon
JSON Serialization Library
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Linux Daemon
Real Linux daemons

OpenAPI-Delphi
OpenAPI 3.0 Library

NATS Delphi
NATS Client Library for Delphi
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REST Library for Delphi
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0Your Security?
What is your security level?



WHAT IS YOUR SECURITY?

NO SECURITY

FCS SECURITY
(FINGER CROSSED SECURITY)



1Defining Security



DEFINING SECURITY
➔ Protection of internet-connected systems
➔ Being protected in cyberspace means

◆ Protect computer systems against unauthorized access or attack
◆ Protect networks and devices from cybercrime 
◆ Protect data from data breaches
◆ Protect applications against unauthorized access misuse



WHY IT’S IMPORTANT
Cost of a Data Breach Report 2022 (IBM)

◆ 83% of organizations studied have had more 
than 1 data breach

◆ 60% of breaches led to increases in prices 
passed on to customers

◆ 45% of the breaches were cloud-based
◆ 19%  of breaches caused by stolen or 

compromised credentials



COSTS OF DATA BREACH
1

United States
2022 $9.44

2
Middle East
2022 $7.46

3
Canada

2022 $5.64

4
United Kingdom

2022 $5.05
6

Japan
2022 $4.57

5
Germany

2022 $4.85

7
France

2022 $4.34
8

Italy
2022 $3.74

9
South Korea
2022 $3.57

Measured in USD millions



2Risks & Threats
Risks, Threats & Vulnerabilities



THREAT’S SOURCES
➔ Where the attackers come from?
➔ You absolutely need to know

◆ In order to build defences in the right places
◆ In order to choose the type of defence

CARE TO GUESS?



Threats source among organizations



INSIDER THREAT STATISTICS



INSIDER THREAT STATISTICS



INSIDER THREAT STATISTICS



3Laws & Security
GDPR, Laws & Security



GDPR
➔ Introduced on 25 May, 2018
➔ Encourages organizations to properly handle user data and 

privacy
➔ Those not in compliance can face fines
➔ In the past years, this has resulted in more than $1.4 billion 

USD in fines levied against tech giants, hotels, governmental 
agencies, and violators in other sectors.



GDPR REQUIREMENTS
➔ Enhanced application security

◆ End-to-end encryption, multi-factor authentication, and so on
➔ Facilities for users to exercise their data privacy rights
➔ Quick data purge at a user’s request
➔ Users given access to data collected from or about them
➔ Consent from users about what data is obtained and how it’s 

used



SECURITY & GDPR
➔ GDPR can feel like a threat
➔ If used properly, GDPR can help you

◆ It’s a term that every manager knows
◆ Bigger security budget
◆ More security integrations
◆ Faster response to security incidents



APPS & GDPR
➔ Data collection

◆ Is there a good reason for collecting this data?
◆ Has the collection of non-necessary data been minimized?
◆ Does the user consent to the collection of this data?

➔ Data breach
◆ Have you informed supervisors within seventy-two hours of the breach?
◆ Have you carried out a data protection impact assessment before 

adopting new technology that interacts with user data?



APPS & GDPR
➔ Data protection

◆ Have you taken adequate measures to prevent compromise of user data?
◆ Are your cybersecurity policies and measures up to date?
◆ Is personally identifiable information (PII) of users properly encrypted to 

prevent abuse by malignant actors?
➔ Data transfer

◆ Is the data transfer handled in a way that doesn’t compromise data?
◆ Does the receiver have enough security in place to protect data?



APPS & GDPR
➔ Data rights

◆ Do users have the ability to request copies of their data?
◆ Do users have the ability to object to certain uses of their data?
◆ Can you delete a user’s data immediately if they request it?
◆ Does this include removing their data from your backups?



4Defense Strategy
Designing a Security Strategy



DETECTION TOOLS
➔ SAST: Static Application Security Testing
➔ DAST: Dynamic Application Security Testing
➔ IAST:  Interactive Application Security Testing
➔ SCA: Software Composition Analysis



SAST
➔ Static Application Security Testing
➔ Code analysis on the source code looking for security issues

◆ Example: Plain Text Passwords or Keys hardcoded
➔ Language-dependant
➔ Mostly as IDE plugins
➔ I don’t know anything specific for Delphi (Pascal Analyzer?)



DAST
➔ Dynamic Application Security Testing
➔ DAST tools

◆ Scan the application from the outside 
◆ Examine the application in its running environment
◆ Manipulate the application in order to discover security vulnerabilities

➔ Language independent



IAST
➔ Interactive Application Security Testing
➔ Combines the strengths of SAST and DAST
➔ Assesses the application from within, instrumenting the code

◆ Through a library to compile with the application
➔ Language dependant



SCA
➔ Software Composition Analysis
➔ Not all code is actually written by a developer

◆ You probably use some libraries in your application
➔ Usually SCA tools scan open source libraries
➔ Language dependant



➔ The right tool used by the right person
◆ Usually performed by skilled security professional

➔ Internal penetration tests (performed by a red team)
➔ External penetration test (performed by an external party)

PENETRATION TESTING



5DerScanner





































DerScanner
Demo: 

● SAST with Delphi
● Settings
● Reporting





6DerScanner 
Licenses



➔ Scan as You Go
◆ 36 languages | 1 user | Per Scan Pricing | Cloud | No integrations

➔ Flex
◆ 3 Languages | 1 User | Unlimited Scans | On-premise | SDLC integrations

➔ Enterprise
◆ 36 languages | Unlimited Scans | Unlimited Users | On-premise | SDLC 

integrations

LICENSE SCHEME

Through Wintech Italia



➔ SAST | DAST | SCA | SCS
➔ 36 languages | 1 user | Per Scan Pricing | Cloud
➔ Suited for scanning the source and having a report
➔ Not suited if you want to add security to your SDLC

SCAN AS YOU GO



➔ SAST
➔ 3 Languages | 1 User | Unlimited Scans | On-premise
➔ Suited for adding security to your SDLC
➔ Quite expensive
➔ With 3 languages (more as options) you can cover all your 

development needs
◆ For Example: Delphi, JavaScript, C#

➔ You can buy DAST and SCA scans

FLEX



➔ SAST | DAST | SCA | SCS
➔ 36 languages | Unlimited Scans & Users | On-premise
➔ Suited for adding security to your SDLC
➔ Complete solution for all your security needs
➔ Expensive

ENTERPRISE



➔ The hard work is not scanning your source
➔ The hard work is to fix the vulnerabilities in your source code!
➔ You need a guide through the entire process
➔ Partnership DerScanner & Wintech Italia
➔ In September we will be ready with our offer

◆ Training
◆ Reselling Licenses
◆ Selling Services

AS A SERVICE



THANK YOU


